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20 XblnAaH actaM yakblT 60Mbl aknapaTTblK TEXHOOrMsiiap
6i3aiH eMipiMi3ai KyH calblH e3repTin Keneai: UHTEPHET NeH
MO6WUNbAI H6annaHbIC KOMMYHUKAUMSIHBIH XaHa HblCaHAapbl,
3KOHOMMKAsbIK 6enceHAinik NeH oMblH-CayblKTap YLWiH Heri3
6ongabl.

YKaHa TexHuKanblK MyMKIHAIKTEPAI MEMNEKETTIK opraHaap 63
NpouecTepiH OHTaWNaHAbIPY XXJHE a3aMaTTaprFa HEFYPsibiM
cananbl KbI3MET KOpCeTY YLUiH NanaanaHaabl.

«INEKTPOHAbIK YKIMET» TEpMUHI KONTEereH «OHMauH»
iC-lapanapabl KaMTUAbl XX3HE HITUXKECIiHAE MEeMNEeKeTTIK
MekeMenepre 6apy KaxxeTciz 60bin kanapl.

Ananpa, agaMHblH 6ip Herisri KaXeTTiniriH enemeyre
6onMaiabl, 0N — KayincisaikTi KaMTaMachl3 eTy KaXKeTTiniri.

ocipece, byn aknapaT KayincisgiriHe KaTbiCTbl, cebebi byn
KaTepnep apKallaH 6ip kaparaHHaH 6alKkanManapbl XXaHe XMui
6aranaH6an xatagbl. OHbl KaMTamacbi3 eTy yuwiH AKT-Hbl
nanganaHyra TapTblFaH 9pbip agaMHaH 6iniM MeH ic-apekeT
Tanan etinegi. bapnblk navpaananywsinap «odgdnanH»
CUSIKTbI «OHNaNH» aa cak 6oyl THIC.

AKnapaTTblK TEXHOMOrMsanap MeH WHTEpPHeT YCbIHATbIH
MYMKiHAIKTEpAi cakTay YLUiH Toyekenaepai a3anTy MaHbI3Apbl.
Kayincizaik oFaH 6apriblk KaTbICyLUbINAp 63 yNecTepiH KOCKaH
Ke3ae FaHa MyMKiH 6051MaKk.

AknapaTTblK Kayinci3gik >XeHiHaeri opraH peTiHAae
MWHUCTPNIK JdalblHAaraH ycbiHbiMaap Kasakctanaa AKT
Kayinci3airi aeHreniH apTTblpyFa KoCblIFaH ynec 6onaabl agen
YMITTEHEMI3.

2018 »(bINFbl KbIpKYUEKTEe
XYyprisinrex
«Kubepkayincisgik
KaTepnepi TypaJsibl XaNblKTbIH
xabapaapnbiFbl>» aTTbl
dJ/IeyMETTiK 3epTTey HerisiHge
AaublHAaNAbl

TepMuHAaep

NHTepHeT
[OereHimi3 He?

[epbec
nepektep 6yn

Knbepkayincizaik
AereHimi3

MEH aHbIKTaManap

DNEKTPOHAbIK aKnapaTTblK
pecypcTapAbl CakTayFa XoaHe bepyre
apHasnFaH BipiKTipinreH KoMNblOTEPiK
XeninepaiH AYHUeXYy3inik Xyneci

DNeKTPOHAbIK XaHe (Hemece)
MaTepuanablk TacbiMasaybllTa
aliKblHAANFaH HeMece onapablH
Heri3iHae anKbiHAanaTbiH aepbec
AepeKTep cybbekTiciHe XKaTaTbIH
ManiMeTTep

DNEKTPOHAbIK HblCAHAAFbl aKnapaTTbiH
KOpFany AeHreniMeH aHblKTanaTblH
aKMapaTTbIK-KOMMYHUKALMSIbIK,
TEXHOormsinapabl nanganany
OpTaCbIHbIH KyWi (3NeKTPOHAbIK
aKnapaTTblK pecypcTap, aknapaTTblK,
XXYNEnep XaHe aknapaTTbiK-
KOMMYHUKaUMAbIK MHPPAKYpPbIIbIM)



Knbepkayinci3aikti caKkray
HeNniKTeH MaHbI3abl?

NHTepHEeTTIH Xeninik KeHICTiri aknapaTTbiIK-KOMMYHUKaLUSJbIK

# 0 1 TexHosiorusinapabiH apKacbiHAa aKnapaTTbl 6epy xoHe TaparTy,
cepBUCTEep MEH Kbi3MeTTepAi KalubIKTbIKTaH KepceTy YLliH
canasnblK TYpPFblfia )XaHa OpTa KasnbinTacTbipaabl.

KasakcraH TypFbiHAApbl e3aepiH
KbI3bIKTbIpaTblH aKnapaT neH Kbi3Merrepai
MHTepHeT, OHbIH iWiHAe Mo6bunbai MHTepHeT
apKbiNbl anyAabl Kasauabl

AKnapaTtTbl KOpFayFa MyKTa)x o6bekTinepaiH e3apa Tayenginiri
(oHNalH KbI3METTEep MEH CepBUCTEp) TEXHONOMUSANbIK ipKinic

HeMece KOMMbIOTEPJliK Wabybin 60sFaH XaFAanaa «KaCKaaTbiK

® 45,9% 31,6%

TYPFbIHAAP OHNanH «DNIEeKTPOHAbIK YKiMeT»
KbISMETTEPAl TONEY YLUIH nopTanbiH NaikganaHaabl
MO6UIbAi KOCbIMLIAnapabl

YHeMi naiiganaHagpbl

66,9%

31,1%

TyYpFbiHAAp 6aHK KbI3MeTTepiH any ywiH
MHTepHeT-6aHKMHITI NaiiganaHaabl

KoMmnbloTepnik wabybingap oHnanH-KbiI3MeTTEpPre AereH KoFamabik
ceHiMAai 6y3yFa XoHe SKOHOMMKAFa 3UsIH KenTipyre Kabinerri.

CoHFbI \
4,3%

YbUJbl 3 )

60,6%

IT canacbiHAaFbl
cypasiFaH MaMaHaap
Kbi3MeTiHAe 63 kubepkayincisaik
KaTepnepiHe Tan 6onaabl

Ka3aKCTaHAbIKTap
knbep-wabybinaapra
Tan 6onFaH

Ken »arfaiiaa koMnbloTepsiik wabybingap agaMHbIH
CanFbIPTTbIFbl MEH abalCbI3AbIFbIHAH CITTI iCKe acbipbliiagbl.

AKnapaTtTbiH
KYNUANbUIbIFbI

AKnapaTTbiH
6yTiHAiri

AKnapaTtTbiH
KoJsDKeTiMainiri

AKnapaTtTbIK Kayinci3aik aknapaTtTblH Kayinci3airi yLuiH
MaHbI34bl YL aTpUbyTThl KAMTaMachi3 eTyre Herizaeneai:

OHbIH, neci benrinereH agamaapabiH
KaTaH LueKTenreH weHbepi FaHa
OHbIMEH TaHbICa anaTbiHAbIFbIH
6inpipeni.

aknapaTtTbliH (aepektepaiH) 6ypmanaHbaraH
Typae cakTany Kabineti. AknapaTTbl
KYKbIKKA CbIMbIMCbI3 HEMECEe NeCi
Ke34eMereH Typae e3repTy TyTaCTbIKTbIH
6y3binybIHa 9Ken CoFaabl.

aKNapaTTbIK XXYMEHIH aknapaTka Tek
CoMKeCTeHAipinreH cybbekTinepre
YaKbITbI/Ibl KeAeprici3 KO XeTKi3yai
YCbIHY KabineTTinirimeH ankbiHAaNaabl.

Erep MyMkiHAik 60s1ca KocchakTopsibl ayTeHTUdUKauumsra
KeLWiHi3, Mbicanbl, SMS-xabapnama apKbuibl ysisibl

TenedoH HeMipi 60MbIHLIA

AKT Kbi3mMeTTEpi
onepaTopapbiHbIH
HEeFYp/IbIM KOpFasFaH
aKnapaTTblK XXynenepi Kon
XETKi3y Ke3iHae
COMKECTEHAIpY XaHe
ayTEHTUDUKALMSA PICIMiH
ke3aenni, coHaan-ak HTTPS
apKblibl KOpFanFaH
KOCbINbICTbI ManganaHaabl

CaikecTeHaipy — cybbekTinepre
TYMHYCKANbIIbIKTbI @HbIKTayAbl KaMTaMachi3
eTETiH aKknapaTTbIK XXyNere HeMece Xeke
COMKECTEHAIPrill 3NEKTPOHABIK pecypchbiHa
KODKETIMAINMIK 6epy xaHe CybbeKTiHiH
aKnapaTTblK Xyneaeri eKineTTikTepiH
alKblHAQY XXoHE CceaHC NpoueciHaeri
opeKeTTepai Tipkey.

AyTeHTudukaumsa — éyn 6ip HapceHiH
TYNHYCKaNbIFbIH TEKCEPY NPOLEC.
AyTeHTUdbMKauus MbiCanbl, NarMaanaHyLwbl
€Hri3reH Kintcesai cepsep Aepekrtep 6a3acbiHaa
CakTanfaH KinTcesbeH canbiCTbipy 60MybI
MYMKiH. ByHaaln Tekcepy 6ipXakTbl Aa, e3apa
Aa 601ybl MyMKiH - 6apnblFbl CEPBUCTIH
Kayinci3aik casgcatbl MEH KOpFay

TociniHe 6annaHbICTbI.



[depekTep Kayinci3giri karepi

COHFbI XXbI/1bl CypanfaH Ka3aKCcTaHAbIKTap kmbepLwabybingapabiy
MblHagau TypnepiHe Tan 6osFaH:

byn Kkanau 6onaabi?

3uaHAabl 3uaHabl 6aFaapnamanap kebiHece KoMnbloTepre:
6arpapnamanap @ snexTpoHAbIK MOWTa apKbibl;

7,2%9 7,4%9 8,7% %
6aHKTiK KapTanapMeH oNeyMeTTiK 3USHAbI KOMMBIOTEPITIK 3nsHAbI
KnbepanasikTbik, xeninepaeri BUpPYCTap MeH CNAM
KnbepanasKTblKTbIH aKKayHTTapAbl 6y3y 6arpnapnamanap
6acka ga Typnepi wabybinbl

o
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KbliMbICKepnepaiH,

MaKCaTbl KOPKbITbIM
any apKbi/ibl KApXXbIbIK,
nanaa any yuid
Kynusi aknapaTTbl
(noruHaep, Kintce3anep,
6aHK kapTanapsl,
XeKe aepektep)

ypnay 6onbin Tabbinagpi.

KomnbroTepaiH
3USIHADI
6arpapnama
WYKTbIPYbIHbIH
KaHaau
canpapnapbl 6ap?

3usaHabl 6araapnamManbliK KAMTTbITbIM
(malware — malicious software KbickapTy:
malicious — 31sHAbI XaHe software —
b6araapnamanslk KaMTblsibiM) — 6aFaapnaManbik
KaMTbI/IbIMHbIH KeH, caHaTbl 60/1bIN Tabblnagbl —
onap Ci3fiH pyKCaTblHbI3CbI3 OPHATLIMbIM,
KOMIMbIOTEPIHI3AIH XXYMbICbIHA

acep eTeai.

AKnapaTKa acep eTy Tacini 6oMbiHLWA MbiHaaau
3naHabl bK 6onbin 6eninen;:

3KCnaouTTap;
norukanslk 6ombanap;

TPOSIH XXoHe TbIHLWWbINLIK baFaapnamanap;
KOMMNbIOTEPNIK BUPYCTap;

Xeninik Kyptrap.

FEE=E=

3usHAabl 6aFaapnaManap XXymeHiH KanbinTbl XXYMbIC
icTeyiHe acep eTepai, byn KbI3MeT KepceTyaeH bac
TapTyFa, AepekTepai byraTTayra, KOKFa HeMece
MoanduKaumsnayra, CoHAan-aK XeniHiH eTkizy
KabineTiH TeMeHAeTyre aKenyi MyMKiH.

3uanabl 6aFgapnamaHbl XXYKTbIpy 6enrinepi:
M >kyieHiH XyMbicka KabineTTiniriHi{ ToMeHaeyi;

WM 6pay3epae cypaHbiCTapabl XarFbIMCbI3 caiTTapra
KanTa barblTTay;

® kankbiManbl Tepesenep.

11%‘

naiganaHyLWwbIHbIH

KOMNblOTepiHe ® aknapat TackiMangaybIlWTap apKbinbi
Kanaii eHeqi? (bnew-xmMHakTayLbl);
M 6enrici3 caliTrapaaH daiingapabl XyKTey KesiHae

OJIEYMETTIK
NH)XXEHEPUSA

KonaaHyLwblHbl Kynus
aknapaTTbl alyra
nTepmerney yuiH
KacKyHeMaep KonAaHaTbiH
TaKTuKa (3nsAHAbI TipKeMeci
6ap >anFaH MeKeHXxaunapsl
6ap xaTTapab! xibepy).

eHeai.

TapaTty aaicrepi

OULLUNHI
(aebinw. Phishing,
fishing — 6asbiK
aynay, any)

NHTEepHET-anasiKTbIKTbIH,
6ip Typi. MakcaTbl —
KONAaHYLWbIIapAbIH Kynust
AepekTepiHe (nornHaep,
KinTcezaep, 6aHK KapTanapbiHbiH,
AepekTtepi xaHe T.6.) cbIpT
XKaFblHaH HaFbI3
NHTEPHET-pecypcTapblHaH
ariblpMaLUbIIbIFbI XXOK, XKaFaH
NHTEPHET-PECYpPCTapbl apKbibl
KON XeTKi3y 605bin Tabbinaab!.

3NAHAbI
BAFAAPJIAMAJIbIK
KAMTbU1biIMAbI
CAWUT APKbI/TbI
TAPATY
KackewnepaiH caut
dainaapbiHa Hemece
CanTTbl 6ackapy XXYMeCiHiH
9KiMwWineHaipy 6enimiHe
PYKCATCbI3 KOMKETIMAINIK
anybl.



KomnbloTepai
3USAHADI
6arpapna-
YENETLET
Kaslah KopFayFa
6onagbi?

He icTey kepek?

3usHabl 6araapnaManap kebiHece backa davinaapmeH bipre
KonaaHbinagel, coHapikTaH Cisre 6enrici3 pecypcrapaaH xibepinreH
3M1eKTPOHAbIK MOLTa CanbiMAapbiH awnaHbI3.

#01 onepauusanbiK XXyYMeHiH KipikTipinreH 6paHngmay3piH
elKaLllaH ewipMeHis.

bpaHamaysp koMnbioTep MeH NIHTepHeT
apacbiHAa@ KOPFaHbIC TOCKAYbIbIH
»acanabl. bpaHamayaspgai TinTi 6ip
MWHYTKa ewipy AK 3uaHabl
b6araapnamMaHbl XXyKTblpy KayniH
apTTbipaapbl.

bpanamayap — ci3fiH
KOMMbIOTEPIHI3Ai KAXeTCi3
XXDHe aneyeTTi KayinTi

KOCbl/bICTapAaH KopfFay
YLWIiH KbI3MET eTeTiH
H6araapnamMansblk KeLleH.

55%

Ka3aKCTaHAbIKTap e3
KOMMbIOTEPi YLUiH

dnew-XXMHaKTayLbl

aHTUBUpYC
namnaganaH6anabl

#0 2 ci3fiH XyiieHi3ai

bIKTUMaJ1 OHNIAaWH —
KayinTepaeH Kopray YLliH
aHTUBUPYCTbIK BK
naaanaHbiHbI3. CeHiMAi
Ke3AepAeH aHTUBUPYCTbIK
OHE aHTULLINUOHADIK
6aranapnamanapabl
OpPHaTbIHbI3.

aKknapartTbl
TacblManaayra XoaHe
CaKTayFa apHanfaH
KYPbI/Fb.

# 0 3 ¢dpnew-xxnHaKTaywbiiapabl abainnan navganaHbiHbI3.

KomnbloTepaiH 3usHabl 6aFaapnamansik KaMTblbiMAbI XXYKTbIPY
MYMKIHZAIrH a3anTbiHbI3: 6enrici3 dnew-xmHakTarbiwTapabl (Hemece
USB-XnHakTafFbIlWTapabl) 63 KOMMbIOTEPIHI3re KOCnaHbI3.

37,6% -

navanaHylubisiap 3/1IeKTPOHAbIK XaT
anrfaH ke3ge 6erTaHbIC afaMHaH
cinTeMmere eTy Typasnbl eTiHillIMEH,
KepcCeTiJireH cinteme 60MbiHLLIA
aybiCaTblHbIH aTan eTTi

DO

#0 4 ci3re TaHbIC eMecC navganaHylubllapaaH
¢danpgapabl KabbingamaHbi3, 3cipece asbliHaTbIH
EXE, COM, CMD cdanngapbiHa Ha3ap ayAapbiHbi3.

Erep ci3
KOMMNbIOTEPIiHI3
3USAHAbI
6arpapnamMaHbl
XYKTbIpFaH
aen
KYAIKTEHCEeHi3

#0 5 TekcepinMmereH MHTepHeT-Ke3Aep YCbIHFaH
BK (BargapnaManbiK KaMTbUJIbIM) )KYKTeyre KenicneHis.

Ci3 xibepywini 6inceHi3 ae, aneKTpoHAbIK MOLWTA, Xeaen xabapnap
HeMece a/1eyYMETTIK Xeninepaeri xapuanaHoiMaapaa casblHFaH
danngapabl awy Hemece cintemenepai 6acy kesiHge MyKusiT
60nbiHbI3. OFaH KOHbIpay LWanbIn, OHbIH HE XacaFaHblH GiniHi3:
XOK 60orca, xxeaen xabap anMacy KbI3MeTiHiH Tepe3eCiH )XONbIHbI3
HeMece XabbIHbI3.

\J] BarFaapnamanbik KaMTblIbiIMAbl TEK O3iHi3 ceHeTiH caWTTapaaH
XKYKTEN anblHbI3.

® DNEeKTPOHAbIK NowTa XxabapnapbiHAaFbl CinTeMenepre aybiCrnaHbi3
)KoHe aBTOPSbIK KYKbIKTapabl 6y3y apKblibl TEriH 6araapnaManbik
KaMTbI/IbIM YCbIHbINATbIH BE6-CaTTaH aynak 60nbiHbI3. benrici3
JIOMEH aliMaKTapblHaH My3blka, OMblH, 6eiHe XaHe T.6. «TeriH»
XYKTEYAEH CaKTaHbIHbI3 (.WS, .biz xaHe T.6.). Onap calTTbIH
e3iHae Ae, XYKTeneTiH danngapaa Aa 3vaHabl 6argapnamanbik
KaMTblIbIMAbl KAMTYbl MYMKIH.

#0 erep ci3 Tepese KaJsikbiMasnbl 6aHHep
»KapHaMacbiHa Tan 6oscaHbi3.

«Kenicemin», «OK», «pykcaTt>», «MeH KabbingahMbiH>»,
CIKYKTEY>, <«)KANFaCTbIPy>» XoHe Tarbl 6acka «kenicim
TyuMmenepi» TynmenepiH 6aHHepnik XapHaMaza, KyTnereH
KankbIMasbl Tepe3enepae HemMece eckepTynepae, KyAikTi 60nbin
KepiHEeTIH caTTapaa Hemece ThiHWbIbIK BK HeMece BUpycTapabl
YOI YCbIHbICTapblHAA 6acnaHbI3.

\J Bpay3ep KoMbIHABICBIH Xaby ylwiH nepHeTakTaaarsl CTRL+F4
TYMMeECiH 6acblHbI3.

\J Erep Tepese xabblnMaca, bpay3epai xaby YLWiH nepHeTakTaaarbl
Alt+F4 TyimeciH 6acbiHbI3.

#0 AknapaTTbl eHAeyAl TOKTaTy YwliH, COHaan-aK
aKnapaTtTbiH (IOrMH, KinTCce3 xaHe 6acka fa Kynus
aKnapar) TapasnybiH 6onabipMay YLWiH KYPbUIFbIHbI

MHTepHeTTEeH aXbipaTbiHbI3).
@ 69,6%

Kn6epabybin He KOMNbIOTEPI 3UAHADI
6araapnama XXYKTbIpFaH )Xaraanaa Kanga
XYriHy KepeKTiriH xoHe/HeMece He icTey
KepekTiriH 6inamenai Hemece KymMmoHAaHaAbI

CypanfaH navganaHyuwbuiap
aKnapaTTbl KOpFayAbliH
6apsibiK bIKTUManN aaicTepiH
KoJsifjaHyFa Thipbicafbl

21,4%



AKnapaTtTbiK
Kayinci3giKTiH

EckipreH Hemece JIMLIeH3USACbI3
6arpapnaMa’snblK KaMTbI1bIM

ocan 6onbin Tabbinagbl

Bapnbik 6aFaapnamanbik KaMTbifbiM —
onepaumsnbik Xynenep, KocbiMLianap
6arnapnaManapbl, aHTUBUMPYCTbIK YKoHe

6acka 6barFgapnamanap yuwiH
YXaHapTynapabl YHeMi

OPHAaTbIN OTbIPbIHbI3 #0 2
MyMkiH 6onca 6argapnamMansbik

KaMTblbIMAbl aBTOMaTThl Typae

XXaHAPTY PYHKUMSCbIH KOCbIHbI3

O3ipneyLli XXaHapTyapbIH

nanaanaHbanTblH HEMece anManTbiH
6arFnapnamarnblK KaMTblbiMAbl XOWbIM

OTbIPbIHbI3 0 I

JInueHsnsanaHbaraH 6argapnamanbik
KaMTbINbIMAbl HEMECe TeKcepisiMereH

Ke3aepaeH b6araapnamanbik,
KaMTblNbIMAbl OpHAaTyAaH
aynak 60nbiHbI3 #0 5
BapnbIK KypbliFblnapaa aepeKkTepain

CaKTbIK KeLlipMecCiH TypaKTbl Typae

Xy3ere acblpbiHbl3

61,8%

naiganaHylbliap
KifilTCo3aepiH e3repTnenai
Hemece onapabl YMbITKaH
Ke3ae FaHa e3repreai

anabiH any

Parol123456#!&

CeHiMAi KinTce3aep Kem aereHge
8 cMMBONAaH Typybl TUIC XoHe apinTep,
caHaap mMeH cumsongap (@#$% N &*)

kkkkkkkkkkk 4>

KiNTCO3iHI3Ai ewwKiMre awinaHbI3,
€H MaHbI3abICbl, WNdpRaHFaH
Kynae cakTaHbl3

sk 3k 3k sk %k 3% sk %k % %k K Qﬂ

6apnblk caTTapaa bipaen kintcesaep
nanaanaHbaHbi3. KinTcesai »xorFanTkaH
XKaFaanaa, ci3aiH ManiMeTTepiHi3re
Kipy oHan 6onaabl

Home Wi-Fi MoakoyeHo .I|||

MOZAEM MEH ynaeri CbIMCbI3 Xeni YLiH
9PTYpP/i CeHIMAI Kynus ce3aepali
»acaHbl3. OHbl Kanan KongaHy Typansl
KYPbI/IFbl HYCKaynblFblIHAH HEMece
MOAEM, poyTep, MapLpyTU3aTopMeH
KaMTaMacbl3 eTKeH KOMMNaHus4aH
cypan 6iniHi3

~~

32,2%

navganaHywbinap a/ieyMeTTiK
weninepae, akKkayHTrapaa,

)eKe kabnHeTTepae

6ipaen KinTce3pep nanganaHagbl

NHTepHeTTeri Kayinci3
«cep@duHr» 6ombiHLUA YCbIHbICTAP

#01

#02
#03
#04
#05
#06

NHTepHeTTe XYMbIC iCTey Ke3iHae KOpFay AspeXXeciH
apTTbIpy YWiH 63 6pay3epiHizai TEHLUEHI3 (>xkapHama
MeH KankblMasbl Tepesenepai byratraybiLl,
ThIHLWbISILIKTAH KOpFay »XaHe T.6.).

OJIeyMETTIK Xeslinepae 63 eMipiHi3 Typasnbl
OHIIMENEYAIH KAXKETI YXXOK.

KOFgMnbm «Wi-Fi-HykTenepiH» aca KaxeTt 6onmaca
NAUOAJIAHBAHDI3.

AHOHMMAI NPoKCK-cepBepAi (aHOHMMan3epnepai)
NMANAANTAHBAHDI3. Onap apkbinbl Ci3aiH AepeKTepiHi3
YLWWiHLLI TyNFanapra KomkeTiMai 6onaasbl.

KinTce3aepiHi3ai wudpnaHfFaH Typae cakray YLiH
Kintcesnep MeHepkepiH OPHATbIHbIS.

Canttap 6epeniH 6aranay Kbi3MeTTepiH
XoHe cinTemenepai OH/aiH CKaHepnepiH
NMANOAJNIAHbIHbI3.

CanttapabiH 6egeniH 6aranay cepBucTepi aHe cinTemenepaid
OHJIaWH CKaHepnepi:

VirusTotal (https://www.virustotal.com)

URLVoid (http://www.urlvoid.com/)

2ip.ru (http://2ip.ru/site-virus-scaner)

Web Inspector (http://siteinspector.comodo.com)
Dr.Web OnnaiH-ckaHepi (http://vms.drweb.com/online)
TrustOrg.com (http://trustorg.com/)

Phishtank.com (http://www.phishtank.com/)




cypanraHpap

6 0 % Ka3aKCTaHAbIKTap e3
Aepbec nepexkrepai

Aepb6ec aepexktepiH

97,8%

KopFayabiH Kayinci3gikte gen
MaHbI3AbI/IbIFbIH )KEeTe caHaMmamnpabl
6aranamanpbli

ByHbl 6i21y MaHbI3AbI!

[epbec nepektepai XXnuHayabl, 6HAEYAI 3aHHaMaa Ke3AeNreH Xaraannapabl
KocnaraHaa, KeniciMmimMeH
MEHLLIK Meci XxaHe (HemMece) onepaTop Xy3ere acbipagpl.

KomxkeTimainiri wekteyni aepbec aepekTtepre KON XeTKi3e anatblH MEHLWIK nenepi
XoHe (HeMece) onepaTopap, COHAaN-aK YLWiHWi Ty/Fanap

CybBbEeKTiHIH HEMeCe OHbIH 3aHAbl OKifiHIH KeniCiMiHCI3
onapAablH TapanybliHa »on 6epMey He e3re ae 3aHabl Heri3 6onFaH TananTapapl
cakTay apKbi/bl

[epbec aepektepai cakTayabl MEHLLIK MECi xaHe (HeMece) onepaTop, COHAan-akK
YWiHwWi TynFa KasakctaH PecrnybnukacbiHbIH ayMaFbiHAa cakTanaTbliH 6a3aaa
XXy3ere acblpagbl.

Ba3aHblH, MeHLLUIK Meci XaHe (HeMece) onepaTopbl, COHAAN-aK YLUiHLLI TyNFa
fAepbec aepektepai Kopray XXeHiHAer KaXkeTTi wapanapabl KongaHyrFa MiHAETTi:

W pepbec pepekTepre pykcaTchi3 KON XeTKi3yai 6onasipMay;

M erep MyHAal pykcaT eTifIMereH KomKeTIMAINIKTIH anablH any MyMKiH
6onmaca, aepbec nepekrepre pykcaTtchi3 Kipy dakTinepiH aep kesiHae
aHbIKTay;

M nepbec pepekTepre pyKcaTChi3 KOS XETKi3ydiH XarFbIMCbI3 casiaapnapbiH
asanTy.

#02
#03

#04

#00
#06

#07
#08

Oepbec pepexkrtep

Cy6DbeKTICl KYKblbl

6a3aHblH, MeHLWIK neciHae xoHe (Hemece) onepaTopbiHAa,

COHAaM-aK YLWiHLWi Ty/FaAa e3iHiH Aepbec aepekTepiHii 6onybl

Typanbl 6inyre, oHAa MblHanap KaMmTbliaabl:
Aepbec aepekTepai XuHay xoaHe eHaey (akTiCiH, MaKcaTblH, Ke34epiH,
ToCinAaepiH pacray;

(W nepbec pepexTep Tisbeci;

] Aepbec aepekTtepai eHaey MepsimMaepi, OHbIH iWiHAe onapabl cakTay
mep3imaepiH binyre;

6a3a MeHLWiK neciHeH >xaHe (HeMece) onepaTopbiHaH Herizgeme 6osFaH
Ke3ae e3iHiH aepbec AepeKkTepiH e3repicTep MeH TONbIKTbIPYAbl Tanan eTyre;

Aepbec gepekTtepai XXuHay, eHaey WwapTTapbiHblH 6y3bliybl Typanbl aknapaT
6onFaH XxaFaanaa MeHLWiK MeciHeH xoaHe (Hemece) 6a3a onepaTopbiHaH,
coHaamn-aK YLWiHwWi TynFaaaH e3iHiH aepbec aepeKTepiH okwaynayasl Tanan
€Ty,

6a3aHblH MEHLLIK MeCiHEH >aHe (HeMece) onepaTopbiHaH, COHAAM-aK YLUiHLUi
TynFafaH KazakcraH PecnybnmkacblHblH 3aHHaMacbliH 6y3a OTbIpbIn XXWUHasFaH
XXoHe eHAaey XyprisinreH e3iHiH Aepbec AepeKkTepiH oAb, COHAaN-aK,

KP 3aHblHaa 6enrineHreH e3re ae xaraannapaa «/[epbec aepekrep xoaHe
onapapbl Kopray Typanbl» KasakctaH PecnybnmkacbiHblH 3aHbIHa YKoHe
KasakcTtaH PecnybnmkacbiHbIH ©3re e HOPMaTUBTIK KYKbIKTbIK

aKTinepiHe cankec Tanan eTy;

«[lepbec nepekTep »aHe onapabl Kopray Typanbi» KP 3aHbIHbIH
8-6abbIHbIH 2-TapMarFblHAA Ke3AenreH xaraannapaaH backa, aepbec
AEPEKTEPAi XMHayFa, eHaeyre Kenicimai Kkepi Kantapbin any;

MEHLUIK neciHe »xaHe (Hemece) H6a3a onepaTtopbliHa 63iHiH aAepbec
AepeKTEpIH XannblFa KON XeTiMai aepbec aepektep ke3aepiHae TapaTyra
Kenicim 6epy (6ac TapTy);

©3iHiH, KYKbIKTapbl MeH 3aHAbl MyAAenepiH KoprayFa, OHbIH,
iWiHAe MoparbAbIK XXOHEe MaTepuanablK 3usHabl eTeyre;

«[lepbec nepekTep »aHe onapabl Kopray Typanbi» KP 3aHbliHAA XoHe
KazakcTtaH PecnybnukacbiHbiH 6acka Aa 3aHAapblHAa Ke3aenreH e3re
A€ KYKbIKTapAbl XYy3ere acbipy.

MpokypaTtypa opraHaapbl Aepbec aepexkrep >koHe
onapabl KOpFay caJlacbiHAa 3aHAbUIbIKTbIH CAaKTa/lyblH
YKOFapbl KajaFanayabl )Ky3ere acbipagbl.



Kocibu KbiaMeTTe

AKT KkonpaHy

Kocibu KbiaMmerTe
AKT konpaHy

#01

#02

#03

#04

#09

60,6% 51,1%

cypanfraH IT canacbiHbIH
MaMaHAapbl e3
KbI3MeTiHAe
Knbepkayincisgik
KaTtepnepiHe Tan 6onagbl

YMbIMHbIH cypanFaH IT
caslacbiHbIH
KbI3MeTKepnepiHae
aKnapaTtTbiK Kayinci3aikri
6ackapy >xyMeci )oK

Mob6unbai KypbuiFblsIapMeH XYMbIC

Mobunbai KypblIFbITaPMEH XKYMbIC iCTey CasiCaTblH XXaCaHbl3, OHbI
CaKTay YLWiH nepcoHanabl TaHbICTbIPbIHbI3. bapnbiK KypblnFbiiap yLwiH
HEri3ri Kayinci3aik AeHreniH KonaaHbiHbI3. [epekTepai TacbiManaay
KesiHde Ae, cakTay KesiHAe Ae CaKTaHbI3.

MaaanaHywbinapabl OKbITY XX9He xabapaap ety
ManganaHyLwbinapabiH Konamnbl Kayinci3aik casicaTbiH XoHe
Ci3piH »yMenepiHi3ai Kayinci3 navganaHy casicaTbiH
93ipneHi3. by casgcaTtka nepcoHanabl OKbITYAbl eHri3iHi3.
MNepcoHanablH, aknapaTTblK Kayinci3gik katepnepi Typanbl
Xabapaap/biFbiH KaMTaMachI3 €TiHi3.

MavaanaHywbIHbIH apThiK KYKbIKTapblH 6ackapy
BackapyablH TMiMAI NpouecTepiH OpHATbLIHbI3 XXoHE alpbiKLa
KYKbIK 6epinreH namMaanaHyLwbinapAbiH CaHbIH LEKTEHI3.
KonaaHywbinapabiH aipblKLua KYKbIKTapblH LEKTEHI3 XoHe
onapAblH 9peKeTIH MOHUTOPUHIINEYAi XY3ere acblipbiHbI3.
OkuFanap >XypHanblHa KO/MKeTIMAINIKTI 6akblnaHbI3.

Anmanbi-casiManbl TacbiMangaylwbilapabl NanpanaHy epexeci
Anmanbl-canMarbl TacbiManaaybllTapFa KON XeTKi3yai bakbinay
epexxenepiH >xacaHbi3. TacbiMangaybilw Typrepi MeH onapasbl
NalnaanaHyabl WeKTeHi3. KopnopaTuBTik Xenire Kkocap anabiHaa
6apnblk TacbiMangayblwTapabl 3usHAbl 6aFfapnamManapabiH
6ap-KOFbIHa TeKCepiHi3.

Kayinci3s koHpurypaums

Kayinci3aik »yneciH kxaHapTblHbI3 XaHe 6apnblK Xynenepain Kayinci3
KOHMUIrypaumsacbl KaMTaMachI3 ETi/ITEHIHE KO3 XETKI3iHi3. ¥MbIM
XeniciHe KOCbIIFaH XXaHe KOCblslyFa 60naTblH KypbUIFbIap TisiMiH
6akblnaHbI3.

12,2°/o‘

AepekTepAi, DLP cyiieciH
6annaHbIC apHanapbiH naliganaHagbl
wndcpnayra xyriHeai

17,7% 15,9%

xeniapanbiK
3KpaHAaapAbl
nanpanaHagbl

#06 3uaHAabl 6arpapnamanapaaH Kopray
TuicTi casicaT a3ipneHi3 XaHe ynbiMaa 3usHbI
6arFnapnamanapaaH Kopray XyMeciH OpHaTbIHbI3.

#07 XKeninik Kayincisgik
XeniHiH nepuMeTpiH 6ackapblHbI3. XKeniHi3ai CblpTKbl XKoHE iLLKi

wabybingapaaH KOpFaHbl3.

#08 MOHMTOPUHT
MOHUTOPUHI CTpaTerusiCbiH 33ipNeHi3. bapnbik Xynenep MeH

xeninepaiH MOHUTOPUHIIH Y34IKCi3 XYpPri3iHi3. benceHainikTi isgeyre
OKWFanap >XypHasnblH TangaHbli3, 01 aKknapaTTbIK Kayinci3aik
OKMFanapblH KepceTyi MyMKiH. Kayinci3gikTi 6ackapy anemMeHTTepiH
MOHUTOPWUHIINEYAi )XoHe TeCTiNeyai Xy3ere acblpblHbi3.

#0 9 OKbiCc oKuFanappabl 6ackapy
Pe3epBTey XaHe aBapusasblK KannbiHa KeNTipy MyMKIHAIMNH ecKepiHi3.

AknapaTTbIK Kayinci3aik oKbIC OKUFanapbiHa AeH KOK XOocCnapblH
»KacaHpbl3.

#1 0 ©3apa ic-KuMbin
AknapaTTbIK Kayinci3aik okbIC OKuFanapbl Typanbl KyKblK KOpFay
opraHaapblHa YKeHe MaMaHAaHAbIpbI/IFaH ybiMaaprFa XxabapnaHbi3.

CraHpapTThl Wapanapabl cakTay 6yriHri kyHi 6akanaTbiH

wabybinaapabiH 80%-blH eCKepTyi MyYMKIH.




#02
#03
#04
#09
#06

O3iHi34eH cypaHbI3

Ci3 6panamayapiHi3aiH 6encenaipinreniHe »xaHe Ci3aiH
KOMMbIOTEPIHi3Ae AepeKTepi KOpFanuTbIHbIHA CEHIMAICI3 6€e?

Ci3niH KOMNblOTEpiHi3aeri AepeKTepre iWKi enigeH Hemece
KaLWbIKTbIKTAH KiM KOJ1 XeTKi3Yyi MyMKiH?

Ci3niH eniHi3aiH kaHaan KbiaMeTTepi MIHTepHET apKbi/ibl
KOJIDKETIMAI eKeHiH aHbIK bineci3 6e?

Cizre cbipTKbl IP MekeHxanbl 6ap apbip Ci3aiH eni KYpbiFbIHbI3
LWbIHBIMEH 6enrini me?

Ci3 CoHFbI peT KalwaH Toykenaepai 6aranay Xypri3aiHi3
HeMece eHyre CbIpTKbl TECT XYpPri3aiHi3?

KackyHeM Ci3giH xeniHi3re eHe ana ma?

«bonawak»
XaNnblKapanbiK
6arpapnamanap
OpTaJibiFbl

¥CbIHbIMAAP

¥nbiMaap, MEKeMenep, KacinopbiHAap
6aclublnapbiHa, aknapaTTbIK
NHPAKYPLIIbLIM MEH aKkNapaTTbIK
TexHonorusanapabiH Kayincisairi
XXOHiHAeri Kacibu MaMaHaapra,
COH/1an-akK, »KOFapbl OKY OpblHAAPbIHbIH
CTyAeHTTepiHe

AxkagemMuanblK okyaaH (MarucrpaTtypa,
[LOKTOPAHTYpa), SNIEMHIH XeTeKLUi KOMNaHusnapbl
MEH YHUBEpPCUTETTEPIHAE FbIIbIMU XKIHE
OHAIPICTIK TaFblNbIMAaMagaH eTy YLIiH 6acbkiM
rpaHTTap 6epepi.

«AknapaTTblK (Knbep) Kayincisgik» MmaMaHabIFbl
6oMbIHLWA TaFbiNbiMAaMaZaH eTy YLUiH i3AeHYLWiHIH,
TaHZaFaH MaMaHAaHy canacbiHAa COHFbl 12 anapl Koca
anFaHaa, KeMiHae 3 Xbl XYMbIC eTini 6onybl TUIC.

MaMaHabIFbl 60MbIHLLA OKYAaH (MarMcTpaTypa,
[AOKTOPAHTypa) Ty YLWiH «aKnapaTTbIK Kayinci3aik»
i3AeHYyLWiHiH 6bakanaBp HeMece MaMaH AUMAOMbIHbIH,
KOCbIMLLACbl 60MbIHWa opTaiwa 6anbl GPA 3.30
(4.00/4.33-peH) HeMmece 5.00-geH 4.30 6onybl TUIC.

S

TonbiK aKknapar:
bolashak.gov.kz



@ KZ-CERT _ AKMNAPATTbIK
S O KAYINCI3AIK
KoMmnbtloTepre 3nsaHabl 6araapnamManbIk A KOMUTETI
KaMTbINbIM XYKTbIPY Kayni 6onca, ATEpTTL sy ncsic 2020 einea el
KOMINTBIDNEPAMGQIIET GRMEAIRIFT A QENOI0 asipney (MewexeTIK Mucens — KasakcTaH KnGapa
KbI3METiHe TeriH 6ipblHFaN KbiCKa HeMIp RGOS  PecrTy61VKaChIHbIH OPHBIKTI At
apKbl/ibl XabapnachbiHbI3: o AaMyblH KaMTaMachl3 eTeTiH FeAeTROSpeT T
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InCIdent@kZ-Cert.kZ LA KOpFany AeHreniHe Kon AKnapatTbiK

wyienepai aknapatTbik

MemnexertTik XKETKI3Y XX9He OHbl caKTay Kayincisaik TananTapsiHa
6akbliay COVKECTIKKe aTTecraTray
»aHe BipblHFaii MDHE CbIHay XYprisy
TananTapAbl cakTay
npodunakTuKachbl
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KasakcTaHaa Teppopu3M, SKCTPEMU3M, "~ A ~ y
nopHorpach;' KaTb| re3ni K NéeH AzamaTTapabiy binim 6epy AKnapaTTblK-KOMMYHUKaLMATbIK Kaciéu craHpapTTapabl
! o aknapaTTblK Kayincisaik 6arpapnamanapbiH MH@PaKypbISbIMHbIH, aca KanblnTacTbipyra
30 p bl K_ 3OM 6 bi/1bl KTb| H a CHU XaTTa NTbIH KaTepnepi Typarbl icke acblpyFa KaTbicy MaHbI3bl 06 beKTiNepiHiH xopaemaecy
° xabapaapnbiFblH Ti36ecCiH KanbinTacTbIpy
K¥KblKKa KaMLUH KOHTeHTKe Ka pCb| apTTbipy »KoHE OHbl MOHUTOPUHriNey

iC-KMMblT 6OMbIHLLA: .

¥cbiHbIMAApAbI AalibiHAAY KesiHae

MblHaZla HOPMaTUBTIK KYKbIKTbIK
aKTinep nanaanaHoligbl

@ cant: safekaznet.kz
Q tenedon: +7 (7272) 73-24-63,
B4 snekTpoHablk nowTa: report@iak.kz

® «AknapatTaHabipy Typanbi» KP 3aHpl;
@ «BaitnaHbic Typanbl» KP 3aHbl;
® «[lepbec aepekTep xaHe onapabl Kopray Typanbl» KP 3aHbl;
\2] «DNEKTPOHADIK KYI)KAT XKOHE 3M1EeKTPOHAbIK UMdpsbiK KonTaHba Typanbi»
OTaHAbIK XYNEHIH KOMeriMeH . KP 3aHbi;
CI3 ©3IHI3AIH MHTEPHET-PECYPCbIHbI3FA oY INCAT] KavTamaCht ory CARaCUNRaFH GIpuFar TanamTapa Sekiry
BAFAJIAY XXYPII3E AJIACbI3 Typans> KPYK.

WebTotem nHTepHeT-pecypcTa:

PP ) webtotem.kz {4
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